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I have been trying to send this e-mail for the last few days, but my internet would not 
stay up long enough to complete the e-mail.  Today it seems to be up - so far. 

TALKTALK SCAM 

Having given out so many scam warnings over the years I never thought I could get caught, 
but I have very nearly been scammed out of £5,000 this morning (Friday). 

I have been having internet problems with TalkTalk for two days (maybe still ongoing), and 
have made three calls to them.  I was awaiting a response when the phone rang, it was 
TalkTalk saying I had a problem with my router. 

I was asked to perform several tests on my PC many of which showed error messages.  I was 
asked to download a program Teamviewer, seems this program gives them control of my 
PC, maybe I should have smelt a rat here. 

I was told that my router had a virus and a new one would be delivered tomorrow morning 
and I would be given £200 in compensation, another rat to smell. 

I was asked to check my bank account to ensure the £200 had been received.  It had not so I 
was asked to check again.  The NatWest security would not have allowed the scammers to 
see all of my pin/password, but I guess they had now put a fake NatWest login screen up, 
ensuring that it asked for all of my codes, I had not realised that they now had complete 
control of my PC. 

The rat was now smelling so much that I shut down both phone and PC. 

I rang TalkTalk to see if they had rung me, they had not.  I told them about the scam. 

I rang my bank to see if I had been raided. 

I removed the TeamViewer program from the PC and logged onto NatWest and immediately 
changed my pin/password. 

But, £5,200 had been transferred from my savings account to my current account, I did not 
do this.  So they had got into my account. 

http://www.chelmsfordneighbourhoodwatch.org.uk/
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http://www.police.uk/


They made 15 calls to my answerphone trying to get back in contact.  I guess they had some 
way of obtaining £5,000 leaving me with the balance of £200, making me think I had 
received the promised amount. 

Looking at Google I see that this has been going on for 5 years.  Supposedly TalkTalk know 
all about this, but they seemed surprised when I told them my story.  The BBC logged this in 
March, see http://www.bbc.co.uk/news/technology-39177981 

Now, can I send this to all of you, my internet is still down. 

David Whiteing, 
Neighbourhood Watch Co-ordinator for Danbury. 
E-Mail: DanburyNWatch@aol.com 
Address: 27 Danbury Vale, Danbury, CM3 4LA. Tel: 01245 225379 
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